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Supply chain v

Trusted supply chain

for component andassembly.

Trusted HSM module
like TPM with initial
endorsement.

Attest device integrity
and load hardened
software image with
initial settings.
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Device manufacturing Device enrollment to
PKI foridentity and
sourcing. authentication.

Establish ownership
by end-customer.
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Provisioning >

Device provisioning
to loT cloud service. the field.

Device is operational in

Provision connection | Manage regular
credentials and software and certificates
configuration. updates.

1 https://trustedcomputinggroup.org/work-groups/trusted-platform-module/

2 https://www.globalsign.com/en/blog/new-white-paper-tpm-20-and-certificate-based-iot-device-authentication
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Provisioning

Operational

Infineon

Provides Optiga™ TPM 2.0
standardized security
controllers to establish
Root-of-Trust, initial
Endorsement as well as
tamper-resistant storage.

E2: SpumIimhfEE

() EUROTECH

Offers Edge nodes with
attested device integrity in
the TPM, integrated HW/SW,
and IEC 62443-ready.

Its Edge software and image
customization services
enable zero-touch
onboarding.

o GlobalSign*

GMONTERNETCROUP

Establishes the customer CA.
Provisions and manages
PKI-based Identities on Edge
devices.

Trusts Eurotech device
identities and certifies device
ownership for customers.

BBl Microsoft
Azure

Azure Device Provisioning
Service automatically
provisions loT Hub
connection credentials and
configuration.

Azure loT Identity Service
device security subsystem
delegates certificate issuance
and trust verifications to
GlobalSign CA

Device is operational.

Through Eurotech,
GlobalSign, Microsoft
solutions, the device can be
managed through its
life-cycle until its disposal.
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Supply chain

e GlobalSign*

TPMidentity

EK and certificate
installed at TPM
manufacturing signed by
Infineon and GlobalSign

& ——
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2 IDevID installed at
» device manufacturing
signed by Eurotech

1
N

Customer identity

at device manufacturing
signed by customer

3) EUROTECH

Eurotechi@Z2EHEEHT802.1 ARIFERNIEFITA,
EFERY, EurotechBIEHLEMIIAIRB NIRRT
(IDevID) ., HHEurotechZZMIIDevIDIFFEITIE
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Deviceidentity

LDevID custom installation

HERNIEME (B3) T hlaEEinEma(F
KRB B AT WA EITPIENES, AEEM
BlAzureFHNARSS (DPS) BHTIREIAIL.

XAEERE P ST AR ERXEKAIFTE DevID
BETEM. Rigk, ZF5EurotechGiE, iR
TR EC BRI TRARE R IR E.
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Device provisioning service
Provisioning
-3 Device provisioning
o\ through the
operational identity.

Operationalidentity
4 Operational
I . .
credentials received
through LDevID

authentication Device is now ready for

loT cloud connections.

I§

End customer
application environment
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IDevIDERFNEBR D BIAFHEETPM 2.0, BRUR
FEMERENERESHRTHRER.



Phase EST URL

TPM Manufacturing

Manufacturing:
Production of
Eurotech Device
Standard

eurotech.est.globalsign.com

Manufacturing:
Zero-touch
Provisioning

for end Customer

customer-ldevid.est.globalsign.com

Field:
(Re-)enrollment

of device-ca
Optional Field: (Re-)
enrollment

of device-id

customer.est.globalsign.com

customer.est.globalsign.com

EST Authentication

EK HTTPS Header
Secret-Value
IP White Listing

IDevID+
HTTPS Header
Secret-Value

est-id (LDevID)

est-id (LDevID)

Enrolled
Certificates

EK

IDevID

LDevID (e.g.
Customer IDevID)

Azure device-ca

Azure device-id

Certificate Lifespan | TPM

Never EK Key under EH:
expiring

Never
expiring

Long-lived

Short-lived

Short-lived

Azure IDS
Mapping

0x81010001

IDevID Key under EH:
0x81020000.

IDevID Cert under PH:
0x01€90000.

Key under SH
0x81000002
azure:ldevid est-id

Cert under file system.

Key under SH

. device-ca
azure:device-ca

Key under SH

o device-id
azure:device-id

E4: Sz ERE

AT LM, Eurotechi2 4IRS, &
FhEN LRI A EEIG MR (LDeviD) .
LDevIDRETFREFMBEFHECASE, FAE
#\3ETIDevID, BFEMHIIEMESEFIN, UK
Azure loTEMIRSHZE/EE (ABEE—

LDevID) .

TPM 2.0 Control Domains and DevIDs

HEFERILDevIDIETPM AR (E4) , FFRIARS
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Endorsement Hierarchy (EH)

Platform Hierarchy (PH)

Storage Hierarchy (SH)

Protects keys and certificates installed at TPM

manufacturing

Owned by Eurotech as platform manufacturer.

Owned by the end-customer for application usages

Endorsement Key (EK) and Certificate, cross-signed

| Infineon OPTIGA® SLM 9670 is provisioned with
| with the GlobalSign TPM Root CA.

| Contains IDevID signing and attestation key and an
| IDevID Certificate signed by Eurotech.

| Contains LDevID and its LDevID certificates signed by
| customer CA.

BE5: ZLiRTIFR (DeviD)
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EST Client

POST /simpleenroll

BIREERERMEIUAME, NEALE.
MREHNTTEEME. Eft=IRSIRETAIER
o) L FRFE A B R R DD BELATEIRIRO 75 UR AR S
S FEREREEAY RS MREENER,
IRBHRERR, FEBRREHEIRNAER
ERHTHY.

EST Server & PKI CA

MIICzDCCAbQCAQAWGYYXCZAJBGNVBAY TAKVOMQOWCWYDVQQIDARUb251MQ0WCWYD

rfIxaLHwTQ/1988GOH35EDOfIMAS £zoK15evUlwG5WRXAEUPYE 3QUXxdQ6310CH7

'Y
O
Oé/
Validate CSR based on

Enrollment Rules &
Identity Attestation

Return issued certificate

-—---BEGIN CERTIFICATE----

MITICzDCCAbQCAQAWGYYXC2AJBGNVBAYTAKVOMQOWCWYDVQQTDARUb251MQOWCWYD

rfJIxaLHEwTQ/1988G0H3SEDO£IMAS £20Ki5evUIwGSWRXAEUP Yyt 3QUXxdQ6910C+7

----- END CERTIFICATE----

E6:ESTHRE
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loT security considerations
Among loT adopters (n=2721) '

97%

Have security concerns
when implementing
loT

E7: ¥EkMZ e R

Types of loT security considerations
Among loT adopters (n=2721)

Ensuring data privacy

Ensuring network-level security
(strong authentications for network level data)

Security endpoints for each loT device

Tracking and managing each loT device

Conducting comprehensive training programs
for employees involved in loT environment

Performing hardware/software tests and device evaluation
Making sure all existing software is updated

Updating firmware and other software on devices
Updating encryption protocols

Securely provisioning devices

Shifting from device-level to identity-level control

Changing default passwords/credentials

4 loT Signals Report: https://azure.microsoft.com/en-us/resources/iot-signals/

4%
P 43%
P 40%
P 3%
[ 38%
N 37%
I 7
P 36%
P 35%
P 35%
e 1%
P 30%
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: Customer DPS loT Hub
E P creates Customer CA
E i . elegate trust check to GlobalSign Al
' orders zero-touch devices >
[ ¥ with customized configuration
< T
H
H
manufacturesTPM E
.
EK Certificate cross sign H
T >
H
'
H
H
'
'
H
'
acquires TPM 4
creates IDeviD H creates IDevID
Keyin TPM
and IDevID CSR
enroll IDevID Cert . .
signs with
save [DeviD Eurotech CA
Certinto TPM
creates LDevID creates LDevID
Key in TPM
and LDevID CSR
enroll LDevID Cert signs with
Customer
save LDevID Auth CA
'
configures Azure B
entity Service
e
'
H
+ enroll Device CA/ID
signs with
save Customer CA
Device CA/ID
' .
- provisionRequest
»
k >
E provisioned OK
H
H connect
} >
'
'

B REHR

Root CA

Issuance CA

Identity
Certificates

PKIRRIRTTREIREES

Infineon EK Root CA

GlobalSign TPM Root CA

Eurotech Device Root CA

Customer Root CA

Infineon

TPM EK Certificate

Eurotech IDevID

Certificate

Customer LDevID ICA /

.

| Customer LDevID |
Certificate

T

) t )

Issuance gated based on trusting

prior identity root of trust

\ Customer Operational ICA
L)

I Customer Operational
Identity Certificate
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