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REAE T ZEERE TSR (Weblogic9)
1 AERGERESR

1.1 %% JDK (AJi%)

Weblogic % %% 5 Hr JDK 2238, WREEH RS # EASGEIER, 1H# A Weblogic
ZHHRET JDK B2 bin Hak, 81T keytool fid.

W R e A AR N A IR E SRS, T DU 2% JDK, IR JE _EAE A2 B
PP keystore. jks Bk ERATHE .

Java SE Development Kit (JDK) F#k. F#EHbhE:

http://java. sun. com/ javase/downloads/index. jsp

1. 2 A R% keystore 3

A R A U keystore. jks TR EAHH JDK [ keytool T.H. #&4T#EA JDK N bin
H3x, 1817 keytool #4 . ORGIHCRAARES 73 9v] B € XG5, TE RS BRI B 1 LA AH B
)

keytool —genkey —alias server —keyalg RSA —keysize 2048 —keystore keystore. jks
—-storepass password

keytool -genkey -alias weblogic —keyalg RSA —keysize 2048 -keystore c:\ca\keystore.jks
ﬁ}‘ keystﬂre E:ﬁ} EREEEREE

EnETFEHREMA?
[Unknown]: cn.globalsign.com
TR B BRREH AT
[Unknown]: IT Dept.
AL EHR_HA?
[Unknown]: GlobalSign China Co., Lid.
BARERE TR EEREMA?
[Unknown]:  Shanghai
EREMMERE T EREH AT
[Unknown]: Shanghai

AL )P A E AR R A
[Unknown]: CN
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CN=cn.globalsign.com, OU=IT Dept, O= GlobalSign China Co., Ltd.,, L=Shanghai, ST=Shanghai, C=CN
IEmG?
[E]: Y

1 A\ <weblogic> #) F &1L
(N keystore HEZHME, #FEIZE):

PLEr &, server ARVEAM 4 (-alias), A2 keystore. jks SCAFBRINRAE AT 21T 24
ATEEZR T o

1. 3 A RRIEHiE K 304 (CSR)

Keytool —certreq —alias server —-sigalg MDbwithRSA -file certreq.csr —keystore
keystore. jks —keypass password —storepass password

o AOBRRE

C:“Javasjdkshin>keytool —certreq —alias server —sigalg MDS5withRSA —file certreq.
csr —keystore keystore.jks —keypass password —storepass password

C:*Javasjdk~hin>

Ad|
By B EE AT keystore. jks, FFRYEHRASUEFIE R A certreq. csr, HRHEPEK .

2 SAMRSTELES

2. 1 SREUIRSS2$UE H 2% CA iEH

FPRBE R 55 #8E FAE TET DLUR 20 P o IR 1, RS54 E 15 75 e e sk b ¢ CA 1iE$5

MHIB A FR SR B 2% CA IE+:

KEUEFRE R MLE R AN BEGIN 2| END S5 P sk 4k CA IEBAE (B “—— BEGIN
CERTIFICATE—— 7R END CERTIFICATE——- 7Y RGNS B AR AR s T,
By B4, IRF N intermediatel. cer #l intermediate2. cer 4.

2. 2 FREUIR 5 #E TS

Bk B K HE R g M. BEGIN F| END SRR SIF BN E (O3 “——- BEGIN
CERTIFICATE———- ” R e END CERTIFICATE————- 7Y RENE B EAE A BT, I
Y R4, PRAF N server. cer U
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2.3 ﬁ% Keystore i’ﬁ:ljil?ég 151 keystore 5l

HEN JDK 225 H% NI bin H3X, 1817 keytool 4.
keytool —-list —keystore C:\keystore. jks —storepass passw

“* CzZ\FIRDO¥S\=s¥y=stem3I2\cad. exe

C:~Javasjdks~bin>keytool —list —keystore Cirkeystore. jks —storepass pas

Heystore : JHEE
Keuystore = SUH

I--l keystore E'.f‘_:." 1 -‘1“|—-ﬁ'|]"'..

280807—8—-21 . PrivateKeyEntry.
CMD5 > BC:-AC:-5A:-1A:-25:-7D:-E4:-D8:-0?:-2B-1B:DF-43:B8-E3:-7C

=]

H % PrivateKeyEntry JEHERIFAEH R % (alias) N server. 10 %A%, EMHEFAMR
KPR TR ER B ORBIHAARER 22 AR B e G 7, T RE SEPrc B I SL/EAH N O
EE, SANERR, —& Z68 A BOE S RSB A B keystore. jks XA
keystore. jks SR BUAE BUBTHY keystore. jks 3CfF, #FICiEIEM R AN HIIRSS 43 1EF5

24 SNIEH

FAFKFLK CAIES

keytool -import -alias intermediatel -keystore C:\keystore. jks -—trustcacerts
—-storepass password —file C:\intermediatel. cer

FABIKFL CAIES

keytool -—import -alias intermediate2 -keystore C:\keystore. jks -—trustcacerts
—-storepass password —file C:\intermediate2. cer

C:AWIRDO¥Sy\systemn3Zicad. exe

C:~Javasjdksbin>keytool —import —alias intermediatel —keystore C:skeystore.jks —
. erts —storepass password —file C:-sintermediatel .cer
Fkeystore

C:~Javasjdksbin>keytool —import —alias intermediate2 —keystore C:“keystore.jks —
trustcacerts —storepass password —file C:dintermediateZ.cer

] Eikeystorequ

C:sJavasjdksbin»

SNREEIER R 514

keytool —import —alias server —keystore C:\keystore. jks —trustcacerts —storepass
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password —file C:\server. cer

e+ C:\WINDOWS\system32\cad. exe

C:isJavasjdksbhintkeytool —import —alias server —keystore Cirkeystore.jks -trustca
certs —storepass password —file C:\server.cer

1t keystore HH

C:sJavasjdksbins

|
SRS ARUEE), RS ZE 5] L ATFA AR % — 2. GBS AR CA UEF AN

SRS FUEBI IR E B, R IEE S ARG EEH N 12 SRHM A —8, ¥

P “CINECRINE keystore 17 MAZEMNA K “INIERIE O %23 7E keystore 17,
IEBFATER, 81T keystool %, FHAEE keystore AN

keytool —-list —keystore C:\keystore. jks —storepass password

et C:\WIRDOWS\zystend2\cad. exe

C:sJavasjdkshinkeytool -list —keystore C:skeystore.jks —storepass passuword

08 keystore A& 3 Hih

intermediate?, 2009-8-21. trustedCertEntry,

) IEFEET (MDS);  CA:D5:A?:=99:DD:9@:93:6@:B8:7C:31:9B:DE:D5:F3:2F

intermediatel, 2089-8-21, trustedCertEntry.

TMIEFEET <MDS)>,  PC:E2:FB:AB:3D:9A:FA:EE:43:17:63:DC:2F:70:2E:4A
2809-8-21. FrivateKeyEntey.,

IMEIEET (MDS), 25:55:7C:12:5B:1F:86:D9:64:61:2F:66:97:B8:D2:14

C:sJavasjdksbin>

3 BRRSFES

3.1 B\ keysotre ZE{HE

B it Weblogic 56 &
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/= BEA ¥Weblogic Server Administration Console — Windows Internet Ezplorer

I (E)

fwig (B) HE Q) WK@K THEIO  FHEh
@:— > g |g, http:/flocalhost: TO0Lfconsoleflogin/LoginForm. j=p V| 3| X
W - H &-GAEe-$IAQ- @-
Log in to work with the WebLogic Server domain
Username: |web|0gic |
Password: |-....... |
W) FH Intranet # 100% -

kP “Lock & Bdit” BiACE, JriEAN “Servers”

/= BEA ¥ebLogic Server Administration Console — Windows Internet Explorer

FEX
HHE #wEE TEW O OWERE ITA@ S
F:: - |gi http:/flocalhoest:T001/ consolefconsole. portal V| b1
oy - B & - [TEe - G I80 - @-
Change Center Welcome, weblogic  Connected to: wl_server 4 Home Log Out Preferences G
View changes and restarts Home
Click the Lock & Edit button to Domain

maodify, add or delete items in this

Information and Resources
Helpful Tools
» Configure applications

> Recent Task Status

domain.
| Lock & Edit
|
Domain Structure
wil_server

~Environment
-Deployments
~Services
~Security Realms
+- Interoperability
E-Diagnostics

Domain Configurations
Domain

& Domain

Environment

Servers

& Chictara

General Information

» Common Administration Task Descriptions

» Set your console preferences

» Read the documentation

Services
B Messaging
» IMS Servers
» Store-and-Forward Agents
» IMS Modules
» Bridges

Interoperab
B WTC Server
& Jolt Connect

Diagnostics

& | nn Filas

‘-:i FHh Intranet

wo100% v

PRI T B B AR AS 23E 151 Server

HEEFER
o GlobalSign.
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{.-:' BEA ¥Weblogic Server Administration Console — Windows Internet Explorer

M E) O FIEE) EFO WX IR O FEa

@ L2 |_g. http:/flocalhost:TOOl consolef console. portal? _nfpb=trued_pagelabel=CoreSerwerSerwerTableFagze Vl |

e 4 G- B M- [DAEE - G I8 - @-

View changes and restarts Home > Summary of Servers 2
No pending changes exist. Click Summary of Servers
the Release Configuration button
to allow others to edit the |
domain. A server is an instance of WeblLogic Server that runs in its own Java Virtual Machine [JWwM’
own configuration.
This page summarizes each server that has been configured in the current WebLogic Serv
[_ Release Configuration ]
Domain Structure
B Customize this table
wil_server
: Servers
[N?—WJ| . || Delete | Showing1-1of1 Pre
O | Name Cluster | Machine |State Health | Lisi
(] | examplesServer(admin) RUMNING | OK 700
How do L [Ne“H || = | Showing1-1of1 Pre
P o P P P e Bo|
% | 24
) W) EH Tntranet F 1008 -
=

{E “General” T, WLAFCE M http Al https & & JH A, LAV S 5. https Bk

Ui 150 443, EFEIETE H SSL FFAHNAE B 5 .

/= BEA ¥WebLogic Server Administration Console — Windows Internet Ezplorer |Z E”g|
MHFE) #WI|EIE) EFN) Wk e TARIO FEw

@ | G i |g, http:/flocalbost:TOO1 conzole/conzale. portal? nfpb=trueh_pagelabel=SerwerConfigGeneralTabFagefhandle=. Vl 4‘} A

Wk -0 &-EBED-GIA0-@-

LU amoy ULrmeT LU EUTL Lrre —_————————————| i
domain. Configuration | Protocols  Logging Debug Monitoring | Control  Deployments  Servic —
| S | General | Cluster | Services | Keystores | SSL | Federation Services | Deploymen
[_ Release Canfiguration ] Save
Domain Structure Use this page to configure general features of this server such as default network cor
wl_server
View JNDI Tree -=
Name: examplesServer An alphanumeric name
E-Diagnostics Machine: {None) The WeblLogic Server h™
Info...
| How do L.. &l Cluster: (Stand-Alone) The cluster, or group of
2 Configure default network d@ Listen Address: | The IP address or DNS
connections
@ Create and configure machines = ;
@ Configure clusters Listen Port Enabled Specifies whether this =
= Ctart and cknn cansarc port. More Info... M
3 R4
©JEH Intranet H q00% -

7E “Keystores” TFECEINETN. RG2S AETEEE “Custom identity and Java

Standard Trust”, X [AIEIEIEE: “Custom Identity and Custom Trust”.

GlobalSign.
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/= BEA ¥eblLogic Server Administration Console — ¥indows Internet Explorer r; E”g|
I F) #iEE) O EF O EEEPER TR FEEha

Tl 7 |§, http:#/localhost:TOO01/consolef console. portal? nfpb=trued pagelLabel=SerwerConfigTabkeystoreTabFaze®Cor: Vl 4" A

e o v B & [PTEEe - GIAE0 - @-
- RS A————

be activated to take effect. ~

Conﬁgurati0n| Protocols  Logging Debug Monitoring  Control | Deployments  Servic

F Undo All Changes General | Cluster | Services = Keystores | SSL | Federation Services | Deploymel
Domain Structure ﬁa"‘f‘hl
wil_server

Keystores ensure the secure storage and management of private keys and trusted cer
keystore configurations. These settings help you to manage the security of message tr

Bl Dinghstics Keystores: Demo Identity and Demo Trust “ r‘"hi
: - rus
Custom Identity and Command Line Trust
| Identi Custom Identity and Custom Trust
= iy {Custom Identity and Java Standard Trust
How do L.. .
- Demo Identity and Demo Trust
Demo Identity Keystore: : L/ SETVET (TLIE The
@ Configure identity and trust
& Configure keystores Demo Identity Keystore jks The
& Set up SSL Type: defz
| Kuctom CFafnc =i | Nomn Tdontibe Kowchneo FEFFFFFFTETFFTTFF Tha :
< >
7= %) FHI Intranet # 100w -

BB B AHFE O keystore. jks {RAFFIIRS % DAHN B 3%, JEC & HBAR 280 2 0
Ry,

/= BEA ¥ebLogic Server Administration Console — Windows Internet Ezxplorer

IHE) EIBE) EHEF W O WE¥Xe THAT B
@ L e |§, http: f#localhost :TOOl/conzole/conzole. portal? nfpb=trued pagelabel=SerwerConfigTabkeystoreTabPagedlCor: ¥ | &"‘ A
i odr M- B @ - [DREE - GIAQ - @-
| T =) =) - =] ¥ =) &
How do I...
Keystores: ; Whi
& Configure identity and trust ey Custom Identity and Java Standard Trust v e
@ Configure keystores
@ Set up SSL Identity
| System Status Custom Identity Keystore: [C-\bealkeystore jks | The
Health of Running Servers =
Custom Identity Keystore | iks | The
— T - =
[ Failed (0) ype
[ Critical (0} Custom Identity Keystore [ yesense | The
[ overloaded (0) Fipihiaee: e L]
[ Warn (0} Confirm Custom Identity [cessecee | Re-i
_ 0K (1) Keystore Passphrase:
Trust
Java Standard Trust Cr\beaJROCKI~1\jre\lib\security\cacerts The P
A3 a—— ' 3
I &) FEH Intranet F100% -

B AIET, FEACE JRE BRINEEE SO cacerts. Cacerts BRINZFRL N changeit.

REEEME (L8) ARAR
@ Globaisign.  wm: LETERKHELE 1438 SHERRAE 706 % Tel: 02160952260
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f.-:' BEA ¥ebLogic Server Administration Console — ¥indows Internet Ezplorer

HHFE) RIBE BEFW

YRR ()

TR FE

G-

|@, http:/flocalhost:TOOLl/consclef console. portal? nfpb=trued pagelabel=SerwverConfigTabkeystoreTabFagedCor: % | | X

wR G- R -

frm@EE - TR - @-

I UVEroaded (U]

[ ~ Warn (0)

I o« (1)

Confirm Custom Identity
Keystore Passphrase:

Trust

Java Standard Trust
Keystore:

Java Standard Trust
Keystore Type:

Java Standard Trust
Keystore Passphrase:

Confirm Java Standard
Trust Keystore
Passphrase:

Save

AR

C:\bea\JROCKI~1\jre\lib\security\cacerts

jks

|3

Re-

The

The

ERIN

changeit

Re-i

w

2

‘.ﬂ ZH Intranet

& o100% v

7E “SSL” FHECEZHETRFHNZEE .. FHNL AT LUEH keystool —list ay4EF

E. BRI S keystore ORI 2ERLAH [

r(.-:' BEA WebLogic Server Administration Console — Windows Internet Explorer

It ()

HRig(E) FF W)

WTTESE (A)

TER a1 HEBha

|ﬁ I http:/flocalhost:TOO1l/ conzolef conzole. portal? nfpb=trued _pagelabel=SerwerConfigTab3SLTabFagedCoreSery ¥ | || X

. E = - PWEE) - TR - @-

[ undo All changes |

Conﬂgurati0n| Protocols  Logging Debug Monitoring  Control  Deployments | Servic #

General = Cluster = Services

Envirenment
Services
Security Realms

Interoperability
+--Diagnostics

| Domain Structure
wil_server
Deployments

B Set up 55L

& Verify host name verification is
enabled

& Configure a custom host name
verifier

How do I... 3]
@ Configure identity and trust
& Configure two-way SSL

RN

This page lets you view and define various Secure Sockets Layer (SSL) settings for thi

of message transmissions.

Identity and Trust
Locations:

Identity

Private Key Location:

Private Key Alias:

Private Key Passphrase:

Keystores = SSL

Federation Services

Deployment

Keystores

x| Indic

from Custom Identity Keystore

|SEI’\|‘E!F |

key)

The |
Info..

The |
retrie

The |
CRNYE :

=

H FHI Intranet

& 100% v

WHESEH)E, P “Active Changes”

YO S i 2 B ) JA A RE A LA

AT B IR RGN T EES Weblogic,

GlobalSign.
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f':; BEA ¥WebLogic Server Administration Console — Windows Internet Exzplorer
I F) &IEE) EE M WX TR Fhhon

@ Tt T !é, http:fflocalhost:TO01fconselef console. portal?_nfpb=trued_pagelabel=ServerConfigzGeneralTabFagedCoreSer V| ‘f >

v dr - B & - [AEE - SGIE0 - @-
== WEBLOGIC SERVER

P e
ZLbea ,pminisTRATION CONSOLE

Charge Center || Welcome, weblogic Connected t

View changes and restarts Home = Summary of Servers = examplesServer

Click the Lock & Edit button to Messages

modify, add or delete items in this —

dom;iyr; [%4 All changes have been activated. No restarts are necessary.

I . Lock & Edit J Settings for examplesServer
[ e Comtprmior |

Domain Structure

Conﬁgurationi Protocols  Logging Debug  Monitoring  Control  Deployments  Servic

General Cluster Services | Keystores | SS5L | Federation Services = Deploymen

wl_server
E&-Environment Click the Lock & Fdit button in the Change Center to modify the settings on this page.
é-----Deponments
+-Services
+-Security Realms

£ Interoperability
+--Diagnostics Wiew JNDI Tree .=

Use this page to configure general features of this server such as default network corr

Bt

W n i Al T e | P e |

| >

FEhE S EH Intranet o008 v
=

3.2 15 )l

P51 https://youdomain:port, WRIE 223,

4 fRFAEFR & KRR

I LB E T IRSSSEB 5, 1555 Hs T i BRI FiiRE, s i SRS
FAEFS, PABFIE E ARG AR AE .

4.1 REBIEPHED
B AR S 2R UE T B H FE SO keystore. jks ORI AT 58 B IR 2% 28 1E 1 B 2540 B A4E
4.2 REBEPHRE

HS RS AIET 2R H 7, KRGS A IE T % P15 keystore. jks SRR BB IR &
b, IHENECE, KBRS AEAS IR .
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