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1. EREIEHiIER

1.1 ZERJDK ( TiE )
Weblogic ZE/5EHIDK &3, WIREERERS R LERIERIEK , iBHAWeblogickiBR
TIDK FREERZAIbin B |, izfTkeytool &<,
INREFEEEMINE FERBGER BRI | WERLIEREZRIDK | AEE_ EEERRIZ TR
keystore jks ZlfRSSe8 LiFH{TACE.
AL &% Java SE Development Kit (JDK) T&;, TEELL :
http://java.sun.com/javase/downloads/index.jsp

1.2 & pfkeystore {4
LS EEES thkeystore. jks EEE(FFAIDK Hkeytool TH, #HSITHAIDK FHIbinBR | i&1T
keytool &5, ( BIFHBIAERDARTBEENTS | IBIRIELIRECE B/ FIEEEE )
keytool -genkey -alias server -keyalg RSA -keysize 2048 -keystore keystore.jks -storepass

password

keytool -genkey -alias weblogic —keyalg RSA —keysize 2048 -keystore c:\ca\keystore.jks
I keystore Ffg, Hobrwrkk

EBRAFSHEREMTA?
[Unknown]:  cn.globalsign.com

BRIAR B BHREMA?
[Unknown]: IT Dept.

BRHRZHREHA?
[Unknown]:  GlobalSign China Co., Ltd.

BRERRTREREHRHA?
[Unknown]:  Shanghai

EBHER M S tr B4
[Unknown]:  Shanghai

Z ALK PR E AR 4
[Unknown]: CN
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CN=cn.globalsign.com, OU=IT Dept, O= GlobalSign China Co., Ltd., L=Shanghai, ST=Shanghai, C=CN
E#?
[&B]: Y

A\ <weblogic> ) =&
(InRA keystore FFHIF, EIZE):

LALas$H | server J9FAtHRISE (alias) , ERkAYkeystore jks SHERIABERSITHRIERE T
1.3 “ERGIEBIERIH(CSR)
keytool -certreq -alias server -sigalg MD5withRSA -file certreq.csr -keystore keystore.jks -

keypass password -storepass password

o WA

C:\Java\jdk\bin>keytool —certreq —alias server —sigalg MD5withRSA -file certreq.
csr —keystore keystore.jks -keypass password -storepass password

C:\Java\jdk\hin>

BERIERiER Y Hcertreq.csr 123245GlobalSign , HEMHIRALEBERE fhkeystore jks , FFHIE
PSR, BREHERESEUEBATA.
2. SARSSHIES
2.1 SREXFRERCA EH

NRERSEHEBE [E7 LATEFRIGFREY | RSJBIEPFELERKPR CA IEH (2FEFEK
MEBFISEIES ) .

MR RSREN P BN SIES -

FAERERAMEHAIM BEGIN 2| END ZERAIFsKHR CA IEBRE (8#F "-----BEGIN

CERTIFICATE----- " - END CERTIFICATE----- ") DRIRMEENEEAEN A RIERS P |, FHEKTL
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T BE , (RF/ intermediatel.cer BGXXIUEF)FN intermediate2.cer (FLIUEF) {4,
2.2 FREVARSSERIET

BIEPBERMMRAIM BEGIN F| END AHARSEIIEAS (8F" - BEGIN CERTIFICATE--
--"F - END ERTIFICATE-----" ) ¥iMtBENCSEARENARIERRT | FHESCUH BRIRFN
server.cers{4,

BEKeystoreXX{fAE

Bk BT
HA JDK ZEBRTH bin BR , 11T keytool @<, ity keystore Zt5
keytool -list -keystore C:\keystore.jks -storepass password/

¢ C:\WINDOWS\system32\cad. exe

C:\Javazjdk\binYkeytool —-list —keystore C:\keystowre.jks —stowrepass passvord

Keystore ;t*ﬁi[ - JKS
Keystore {EfLFS: SUN

J'.I BL] keystore E,:} i ?Fﬂ "~

erver, 2009-8-21. PrivateKeyEntry,
"u];TE—T (MD5)> . JC:AC:5A:1A:=25:7D:E4:D8:09:2B:1B:DF:43:B8:E3:7C

C:\JavaNjdkN\bin2

kd

&i8F| PrivateKeyEntry BERIFATARIR (alias)server, iCEiZAIE , EHESARSHR/IERITH
ZRAR), (BIREARERD AT EENERD | BRIELIRECE BRI RN AR, )
IR SAIEBH , —EEERERIEBBEICITERD keystore jks X4, keystorejks 374
EREERGHTH keystore jks X4 , EBETEERSNEHIIRS/IES.
2.3 EANIEE
SNFE—KDE CA IEP (RXXIER)

keytool -import -alias intermediatel -keystore C:\keystore.jks -trustcacerts -storepass
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password -file C:\intermediatel.cer
SNETRKPR CA UEFH (PRIED )
keytool -import -alias intermediate2 -keystore C:\keystore.jks -trustcacerts -storepass

password -file C:\intermediate2.cer

:\WIRDO¥S5\systeni2\cad. exe

C:=“Javasjdksbin*keytool —import —alias intermediatel —keystore C:rkeystore.jks — =
trustcacerts —storepass password —file C:-“intermediatel.cer

Fkeystore EFT

C:Javasjdkshin*keytool —import —alias intermediate2 —keystore GCiskeystore.jks -
trustcacerts —storepass password —file C:nintermediatel.cer

Fkeystore T

C:~JavasjdksbinZ

SRS EIED FASBAYBZ
keytool -import -alias server -keystore C:\keystore.jks -trustcacerts -storepass

password -file C:\server.cer

¢t CzA\WINDO¥S\system32\icad. exe

C:\Javajdk\bin kevytoo]l —import —alias server —keustore C:\keustore.jks —trustca
certs —storevass password —file C:\server.cer

e - ; 2

CALEDE B EMA keystore

C: \JavaNjdkNbin?

SANRSHERR | RSEREBRIBIZLAFFARRIE—E. BBEESAPRCA IEBMSANRSE
IEBIHURRER | MREESARSI/ERRIERIBIRSFBRIEA—E , Bz ANEERINE

keystore 1" MIARNER “NEESEZEEkeystore " , IEBSANTHK , i5fTkeystool <,
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BIREZEkeystore XIHABE

keytool -list -keystore C:\keystore.jks -storepass password

INDO¥S\ system32\cad. exe

:?2C:31:9B:DE:D5:F3:2F

re=n f=f :17:63:DC:2F:78:2E4A
ivateKeyEntry,
C(MD5)>; 25:55:7C=12:5U:1Ek:=86:D9:64:61:2F=66:97:-B8:-D2:1A

3. ZEIRSBJ[IED
3.1 figE&Servers

ZffWeblogic =Hl& , FHHEN “Servers”

(..‘ Home Page — wl_server — WLS Console — Windows Intermet Explorer
TrE] R EFWV JERw IRE@ SBe

@@ ~ |& hitp: /150 188 15. 1: 7001/ consoleleonsole. portsl®_nfpb=trued_pagelsbel=HoneF azel vl ¥ X
W Ié}(one FPage = wl_zserver - WIS Conzcle "l B W o~ o WEER v ,_‘IE@:‘ v
TSI AN RESOOTEES 7
Domain Structure > Configure > Common Adminisiration Task Descriptions
Applications > Read the decumentation
> Recent Task Status
ecent Task Status > Askaquestion on Oracle eSupport
> Setyour conscle 3

Oracle Guardian Ovenview

preferances

Domain Configurations

¥ Domain W Messaging ¥ WTC Seners
> Jms & Joit Connection
Servers Pools
> Slore-
and
Forward
- Agents & LogFiles
@ Vinual Hosts o Log Elles
® Migratable Targets y & Diagnostic Modules
Howdoll... a | B padings & Diagnosticimages
; 5 i ) [ ahive
¥ Search the configuration © Work Managers Archives
L 5 B cnnt
8 Usethe Chanade Center 8 Ctarhin And > oddane ad i ha
hetp fF192 168 18.1:7001/console/ consols. portal? nfpb=trued_pagalal ) Tntarnat #1008 v
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R R R EIRSS SR BRIServer

/> Summary of Sexrvers — wl_server — WLS Console — Windows Intermet Explorxer

FE) WEE) EFN) dERK IR@ FHha

6\? 5y~ IE bhitp: /152 128 18, L7001/ console/ console portsl®_nfph=trued_psgelsbel=CorelerverServerTablePage
- B - o060 @IR -

S

»

w | ﬂS\mmur of Servars - vl zmerver - LS Conzols

Machine (JVM) and has its own configuration. "
{~Deployments This page summarizes each server that has been canfigurad In the curent
B-Senices Weblogic Server domain
—Security Realms
B}-Interopera
-Diagno ¥ Customize this table
Servers (Filtered - More Columns Exist}
Glone Showing 1 to10f 1 Previous | Nex
. Listen =
[] | Neme & Cluster | Machine | State Health Port
examplesServer
RUNNING 7001
O | adminy oK
How do ... ] New (Ghe DEEte | Showing 1to10f1 Previous | Next
8 Create Managed Servers
¥ Delete Manzged Seners
8 Delete the Adminisiration Server
8 startand stop severs
o]
hetp f£192 168 18.1:7001/consoele/ consols. portal?_nfpb=truedlispatel o Tntarnet H1os v

£ "General” &, JLARESMINttp Fhttps BEBA , LIRIAEKOS. https BUIAROSH443 ,

ISEAISASSL FEMNERIRAS,
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(> Settings for emamplesServer — wl_server — WLS Console — ndows Intermet Explorer [_—@EI

HLFE) HEEE] BEW @A IRD EHE)

g::; - Ie bitp: /192 188 13, L:T00L/ conzolafconzole. portal? nfpb=irued pegeleabel=ServerConfigGenerallabPagedhandle "I tr X

“121' 4& |@Seltinp for exsaplasServer — vl_server —. . ﬁ x 6 % 3 V_}'mm ®) ~ ';"}Iﬁ@) 4
l Failed (0) Listen Port Enabled Specifies whether this server £
Critical () can be reached through the
~ ) default plain-text (non-SSL)
Qverloaded (0) listen port.  More Info...
Waming (0)
i Listen Port The default TCP port that this
_ OK 1) 7001 semveruses fo listen for regular
(non-88L) incoming
conneclions. More Info
SSL Listen Port Enabled Indicates whetner the server

can be reached through the
default SSL listen port.  More
Info

1F porl 2t which this
server listens for SSL

conneclion requesis. More =
Info..

SSL Listen Port: 7002

" bled Specifies whether the =
D ggCllem Cest Brury Erm HttpClusierSendesl prozies the

clignt cerificate in a spedal
header. Mors Info...

Java Comniler 1_The.lava comniler to nae far all |
o Intarnaet Hos v

3.2 iRBINER

&#E "Keystores” , HECEIAES .

/> Settings for examplesServer — wl_server — WLS Console — dows Intermet Explorxer

L) WmEE) EFV JERe IRO R

G:; b d |e bitp: /192 168 .15, L:T001/ conzolafconzole. portal? nipb=irued pegeleabel=ServerConfiglablieystorelabPagedhe "] | X

\ | - »
w ’eSouinp for ersplasServer — vl_server —. . @ * B % S T@R - GI8Q) -
CTIANTgE CETTeT - - _ ‘
& Home iLog Oul iPreferences |[ad|Record iHelp [:] A
View changes and restarts

Home *Summary of Sarvers »examples Server
Configuration editing Is enanled.
Future changes vall automatcally be
activated as you modify, add or

delete items in this domain. ' Settings for examplesServer i

Protocois = Logging = Debug = Monitoring = Control

o Deployments | Services = Security = Notes
Domain Structure

vi_server
fH-Emironment
i-Deployments
HB-Senices

i—Security Realms

BF-Interoperability

H+-Diagnostics
Save

Keystares ensure the secure starage and management of private keys and
frusted certificate authonties (CAs). This page lets you view and define vanous
k=ystore configurations. These setings help you to manage the securily of
message ransmissions.

General Cluster = Services

|

€ Tntarnet Lo ' S
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IRSSEEEAMIAIEIESE “"Custom identity and Java Standard Trust” , XXERAMEEERR

“Custom Identity and Custom Trust” ,

S

BErEREX fkeystore jks RFEIIRS R CANER | FEERREMERRE XHRIFER.

/- Settings for emamplesServer — wl _server — WLS Console — Windows Intermet Explorer Cg'

TR @EE) BFW YERE 1RO SR

@ 2% lﬁ bitp:/f1e2. 188, 18. L1 7001/ conzolafconzole. portal? nipb~irued pegelebel=ServerConfiglabkeystorelabPagedhe ¥ l ‘7 X

A \ = | e »
w & |eSnLling= for erzsaplesServer — wvl_sarver —. . Q B aeh v SNEER - FIRQ -
o |
Keystores: | ¢ otom |dertity and Java Standard Trust + ;:‘c' fr?_::l;a
Custom |dentty and Cornmand Line Trust u3 ,;.5 tovind n;;
Howdol... = Custom Identity and Custom Trust senvers identty ¢
R Custom |dentity and Java Standard Trust frust keystores?
Configure identity and frust Demo Identity and Demo Trust | more info
¥ Configurs keystores
o o Identity
® Setup SSL
Custom ] : The path and fle
Identity [C tkeystore jks l name ofthe iden
Keystore: keystors. MMare
Info..
System Status a]
Custom : The type ofthe
Healtn of Running Senvers Identity |ike | keystore. Generz
[ ralsc Keystore this i< K3, Mo
Type: Info..
[ Critical (0)
Overloadad (0 Custom The encrypted
'mn‘]tv l........ I
| Wwaming [0) Keystore
I 01 Passphrose:
g

€ Tniarnet

BmA\EF , FEREIRE FIMSEE Hcacerts, Cacerts EKIAZERS Sachangeit,
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(> Settings for examplesServer — wl_server — WLS Console — Windows Intermet Explorer r.—gl

LFE) HEEE] EFW YR IB© FHa

@ ¥ B IE bitp:/f1C€. 168, 18, L1001/ conzolalconzole. portal? nipb=irued pegelebel=ServerConfiglableystorelabPagedhe ¥ ’ ‘7 X

) — - . »
w & }esntingﬁ for wesaplasServer — vl_sarver —. . {3} - B a=h v ATW@ER) - IR -
A
Java CAbeaUROCKI~1jreVib\securticacerts The path and file T
Standard name of the tusl
Trust keysiore. More
Keystore: Info
Java ks Thetyps ofthe
Standard keystore. Genere
Trust thueiz JKS. Mol
Keystore . .
Type: ERINF TS changeit
Java The password fo
Standard mEmmm—— the Java Standar
Trust Trust keystore. T
Keystore password Is
Passphrase: defined when the
keysiore is
created.  More
Info
cmnrm LA LA L A L]
Java 11
Standard
Trust
Keystore
Passphrase: v
€ Tniarner 1008 v

3.3 REIRSSREBFARRIR
£ "SSL" THREEREZRETRIFAASIRESR. FARBIBAILIERkeystool -list a3 EE.

EHFABRIP S keystore SUHFHPZIHER],

10
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Settinges for examplecsServer — wl_sgerver — WLS Console — Windows Intermet Explorer

L) fEE) EFW @KW 1RO EHa

v @ b (ff192 168 .12, L:T001/conzolafconzole. portal? nipb=irued pagelabel=ServerConfiglabSSLlabPageshandlas ¥
(& ® ; =iy _peg G a /

ZIEY
o [es.uings for wesaplasServer — wl_server = . | | Q b é > ,E.}ITEIIJ - @Lﬁm - "
Future changes wall automatcally be :I

activated as you modify add or
delele iterms in this domain.

r exampl rver

Logging = Debug Monitoring = Control §
P e — Depioym
amn re 3
wj_ser'(er Genera Federation Services
%Enwonmeni * : - |
i—Deployments Deployment verload = Health Monitoring
Bi-Senices -
i-3ecurity Realms Server Start
#-nteroperzbility B
B+-Diagnostics -
oadve
This pags lets you view and define varlous Secure Sockets Layer (SSL)
sefings for this sernver instance. These settings help you to manage the
security of message ransmissions
Identity and iy Indicates where
Trust ARy — S8L should find
Locations: the seners
T ————— identity (certificats L]
| € Tniarnet Hog v

IREFAABIE “server” |, FHEINFABIRIPERS.

11
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(= Settings for examplesServer — wl_sgerver - WLS Console - Windows Intermet Exploxer
=5V

HiEE) B E)

PuERw IR@

F

- EX]

@ ) ¥ ‘t’—‘ bitp:/f1C€. 16815, L:T00L/conzolaiconzole. portal? niph=irued pagelebel=ServerConfiglabSSLlebFazedhondlas ¥ ‘ sy X

LB =& LDFED-GTRw-
file. Moreinfo.. A
System Status B M
3 }1 S 3
Health of Running Servers z;r;:te KeY [somer l ?:c bute 't:r'c
——— p defines the string
I Failed (( alizas usedto
I nucal (U) store and retrieve
. the sever's
Overloaded (0 private key. Dblore
Waming (0) ke
I o (1) o Private ne keysiore
Kéy sssssnes attribute that
Passphrase: defines the
passphrase used
to retrieve the
sarvers private
key. MoereInfo..
%?Nig?(remy [cooooooo 1
Passphrase:
Certificate from Custom Identty Keystore The keystore
Location: atnbute that
defines the
Ineatinn ~ftha i
€ Tniarnet H1os v
3.4 ihIAk
EE—PRELETE TEMEITRFANEN , TFIEEER | MALAZENEE g ERISSL i

A<, iAiEhttps://youdomain:port MEKIFBRILEIER T,
4. RSHB|EBHRMHRIRE
EERNRENRE TIRSH|IIEBZE , ESUKIETENRERE  SHFEIRSEHES | UL
PIERERLEFFRAE.
4.1 RSBJEBHISH
BHIRSSIF PR (keystore jks AR SEABRSS SHFBHIBDIRIE,
4.2 [RSBB/EBHIRSE

IBERIRS /IR LERD | BIRSI/ERERE keystore jks RS ENEHIIRS =5

12
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