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IRSSERIEBRRE &SR ( Nginx )

1. EREIEHiIER
1.1 F%OpenSSL TH

1SEBE([FAHOpenss| TEROIFEIFHIEK,

T&OpenSSL : http://www.globalsign.cn/Openssl/openssl-1.0.2p.tar.gz
1.2 EpBRSSERETTAR

Z%#0penSSL FIC:\OpenSSL

AL THAC\OpenSSL\bin , IZ{TAIFaE<

openssl genrsa -out server.key 2048

ZanSHITIRIESERserver.key FASESIEF

RRTLUGE T2CSR BahtIEiER | (REEIEIERIEK.
1.3 ARBRS=RIEBIHERG

BT TS EMIERIERIE (CSR) -

openssl req -new -key server.key -out certreq.csr

ETRERENRSEBRFEEES
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You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) []:CN

State or Province Name (full name) []:Shanghai

Locality Name (eg, city) []:Shanghai

Organization Name (eg, company) []:GlobalSign China Co., Ltd.

Organizational Unit Name (eg, section) []:IT Dept.

Common Name (eg, your websites domain name) []:cn.globalsign.com
Email Address []:

Please enter the following ‘extra’ attributes
to be sent with your certificate request

A challenge password []:

MEmail #BUEFFE  TERIEEEATE | BRENT , BEREZERA,
FEMARNERIREENTE

B B PN
Country Name 1SO [HFACH (MAFFF) CN
State or Province Name Fr (£ 1 Shanghai
Locality Name FITAE 3, i Shanghai
Organization Name /NCIEZY S GlobalSign China Co., Ltd.
Organizational Unit Name BB IT Dept.
Common Name HuE g 44 cn.globalsign.com
Email Address A EE
A challenge password NGRS TN

FeRkA ERSR PR R ER NI B R N ERserver.key Hserver.csr , IEREREFXIE I
1.4 FRTAFHRETIEBIBER

BEEREEBAE N Hserverkey , FIGIEPRBEKR S certreq.csr 123245GlobalSign,
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2. RERSHIES
2.1 FRENARSSERIEBCI

BIEBE R HNE 2RSFEBRIBIASHH®R (85F "----- BEGIN CERTIFICATE----- !
# "-----END CERTIFICATE-----" ) #iMBHCEAE A GRIEET,

FFEIRSIEDIE 167 UTEFIRIFRESN . RES[EBFELEFRCA IEB, RRCAILEH
B2 (PRIER , XER (FER) )
ERSESEBRIBNALER | BFRLT , HOBAIEREK+PR CA IEBMRE (84 "-----BEGIN

CERTIFICATE----- " - END CERTIFICATE----- ", BERIEPABZESERRIERI TS

MIIF1DCCBLygAwIBAgIMWboINHBhhjfw]18XMABGCSqGSIb3DQEBCWUAMFMxCzZATD
BgNVBAYTAkJ FMRkwFwYDVQQKExBHbGY1YWxTaWduIG52 LXNhMSkwIwYDVQQDEyYBH

(RFIFET, HEAZTCERE...... )
PIMWFEUOdKXxPKmZeCj+njr8HjL2QFIP1AtQhie9svkVOhISTy TOVFYy2MOHE jlwv/
GnaDvs8MGuCtivSQhD33t])2ibfnaHdEPBABtOCFQZeRcEOteRVS5FWixITCOvel%
G2sGFTTxYXk=

MITEsDCCASigAwIBAgIQd700BBLV2enQSddeeCpvmjANBgkqhkiG9wBBAQsFADBM

MSAwHgYDVQQLExdHbGIiYWxTakWduIFIvb3QgQREgLSBSMzETMBEGALUEChMKR2xv
(HFES, EAAAZFSERE. ... )

XRrLOD1kS1hyBjsfyTNZrmL1h117IFgntBASSQNV19ckedqSr4RSAUBS5jVEXKSUL
REJRZt2I6MI9P0o9QL7guFLudsPFIpwR1sPIvubS2THeo7SxYoNDtdyBHs7euaGcMa
D/fayQ==

----- END CERTIFICATE-----

MITETjCCAzagAwIBAgINAeSfFp3/1zUrZGXWajANBgkqhkiGOwBBAQsFADBXMQswW
CQYDVQQGEWICRTEZMBcGAIUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GATUECxMH

(ZIHET, HAAFCDERE...... )
WOx37XMiworlhkOIreoTbv3Y/kIvuXlerRjv1IDKPSerlpSZdcfLO3v3ykzTrlEnh
k1uEfSufFT99y1HonoMOFm8b50b0I7355KKLO 1rgnkckSziYSQtjipIcIDEHsXo
4HA=
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2.2 ZERSHIIED

FIFF Nginx ZZBZRT conf BEAHHAY nginx.conf 34
# HTTPS server

#

#server {

# listen 443;

# server_name localhost;

# ssl no;

# ssl_certificate etc/ssl/server.cer

# ssl_certificate_key etc/ssl/server.key;
# ssl_session_timeout 5m;

# ssl_protocols SSLv2 SSLv3 TLSv1;

# ssl_ciphers ALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+ MEDIUM: +LOW:+SSLv2:+EXP;
# ssl_prefer_server_ciphers on;

# location / {

# root html;

# index index.html index.htm;

#}

#}

KBRS

server {

listen 443;

server_name localhost;

ssl on;

ssl_certificate etc/ssl/server.cer;
ssl_certificate_key etc/ssl/server.key;
ssl_session_timeout 5m;

ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_ciphers EECDH+AESGCM:EDH+AESGCM:AES256+EECDH:AES256+EDH,;
ssl_prefer_server_ciphers on;

location / {

root html;

index index.html index.htm;
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}
}
FFEE , HEBNginx,
BiThttps ARXHEEIER |, Ml E PR E.
3. [REBEBHFIDSIKE
EERNLENRE TIRSS[BIERZ G |, BEMKIE TEMRIERE | SDFEHIRSSEIES |, LA
PHEP RS IFI RSN T AME,
3.1 IRSBEREPBRIFD
BN IRZEFIEBFAENGE server.key , LANIRSEZESIERH server.cer BIR]5eiRESHIEBHIZD
BE,
3.2 [RSBHR/IEPRIRE
BRSSP ERESRD | BRSSHRIEBEEX G RERISHIIRSES L | FHENEEE |, IRER

SEREPAIRNA.

BER WSS A EHEHT !

GlobalSign China Co., Ltd
REEERE (L8) BRAE
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